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Everything Is Not Terminator

Exporting Our Al, Biggering
Our Values

John Frank Weaver*

A referral source approached me recently asking about a client
who wanted to license an artificial intelligence (“AI”) application
to a company in Russia. Although my first thought was, “Why?”
I quickly moved to the more relevant question of “How?” Until
relatively recently, there were few, if any, legal impediments to
exporting Al technology to other countries. However, in January
of 2020, the Bureau of Industry and Security (“BIS”), which oper-
ates within the U.S. Department of Commerce, implemented a
rule, adding “software specially designed to automate the analysis
of geospatial imagery” (i.e., geospatial AI software)' to the Export
Control Classification Number 0Y521 Series.” This suggests new
legal issues companies will have to consider before exporting or
licensing their AI applications from the United States and dem-
onstrates a new element of the American government’s Al public
policy. After giving a brief history of how the rule affecting geo-
spatial AI software (the “Geospatial AI Rule”) came to be, I will
discuss both the legal analysis organizations should make before
agreeing to export Al software and how the Geospatial AI Rule fits
into the values problem in America’s Al public policy.

Controlling the Exporting of Geospatial Al
Software

On August 13, 2018, the Export Controls Act of 2018 (the
“ECA”) became effective. It enshrined in statute the permanent
authority of the Export Administration Regulations (the “EAR”),
which are the federal regulations that primarily control the export,
re-export, and transfer of commercial, dual-use, and less sensitive
military items to end users, end uses, and destinations of concern.
The statutory authority for the EAR had been defunct for nearly
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two decades, although the EAR had been maintained through a
series of Executive Orders.’

The ECA required the creation of an interagency process—led
by the Departments of Defense, State, and Energy, among other
agencies—to identify “emerging and foundational technologies”
that are essential to the national security of the United States, but
are not critical military technologies identified in other statutes.*
Under the ECA, the Department of Commerce (through the BIS)
establishes appropriate controls under the EAR on the export,
re-export, or in-country transfer of emerging and foundational
technologies identified by the interagency process.” This is con-
sistent with the BIS rule through which the BIS imposes unilateral
controls (i.e., controls put in place by the United States, but not by
the other country) over the export of any previously uncontrolled
software or technology that provides the United States with at least
a significant military or intelligence advantage, or because foreign
policy reasons justify such controls, so long as the government
works to make the controls multilateral within three years.® This
provision in the ECA was seen at the time as an attempt to clear
the procedural deck for new controls on a number of technologies,
most prominently machine learning and other forms of AL’

The Geospatial Al Rule is the first attempt under the ECA to
impose unilateral control on the export of Al applications.® By its
terms, it prohibits exporting geospatial Al software that matches
the following description to all countries, except Canada, without
a license:

Geospatial imagery “software” “specially designed” for
training a Deep Convolutional Neural Network to automate
the analysis of geospatial imagery and point clouds, and hav-
ing all of the following:

1. Provides a graphical user interface that enables the user
to identify objects (e.g., vehicles, houses, etc.) from within
geospatial imagery and point clouds in order to extract
positive and negative samples of an object of interest;

2. Reduces pixel variation by performing scale, color, and
rotational normalization on the positive samples;

3. Trains a Deep Convolutional Neural Network to detect
the object of interest from the positive and negative
samples; and
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4. Identifies objects in geospatial imagery using the trained
Deep Convolutional Neural Network by matching the
rotational pattern from the positive samples with the
rotational pattern of objects in the geospatial imagery.’

How to Export Al

Although the ECA and the EAR implemented by the BIS are
intended to control the exportation of foundational and emerging
technologies like Al, as the Geospatial AI Rule shows, that is not
the same as a prohibition. Many in the AI sector worry that the
BIS will use the ECA to create exporting prohibitions in the EAR
that could stunt AI development, but that is not the result of the
Geospatial AI Rule. Rather, potential exporters need to apply to the
BIS for a license to export geospatial Al software, and the BIS will
review applications on a case-by-case basis to determine whether
the export or re-export could contribute directly or indirectly to
any country’s military capabilities in a manner that would alter or
destabilize a region’s military balance contrary to the foreign policy
interests of the United States.'° Before granting a license, the BIS
will consider the nature of the software, the country where the
software will go, who will receive the software (comparing it against
the Consolidated Screening List of proscribed parties, among other
lists),'" and what the software will be used for, among other factors."

But what about other AT applications? Are licenses required to
export Al applications used to review job applicants, to maximize
marketing leads, or to review web user usage patterns? As of this
writing, generally the answer is no, although the nature of the exact
application may qualify it as an item “subject to the EAR,” which
could also require a license, depending on other BIS requirements,
which are briefly addressed in the first bullet point below. Going
forward, exporting American companies should work with counsel
to do several things before entering any agreements to export Al
software, applications, or technology:

= Review the Al application under the Commerce Control
List maintained by the BIS" and the review guidelines
established by the BIS to determine if it falls into a category
that is subject to the EAR." If it is, determine whether a
license is necessary and apply if that is required.
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= If a license is required now, include a provision in the
export agreement that it is only effective if the exporting
entity is able to obtain the necessary license. If you are
the exporting party, you may be able to pass all or some
of the licensing costs to the foreign entity.

= If no license is required now, consider adding provisions
addressing what occurs if a license is required to export
the technology in the future. Such provisions could give the
exporting party a termination right in the event a license
is required or assign licensing responsibilities between the
parties, e.g., fees, completing the application, etc.

If you export AI products from the United States, I recom-
mend completing this legal analysis and exercise before entering
an agreement with the importing party. You may avoid a costly
and embarrassing government enforcement action or save yourself
licensing fees that the other party is willing to pay.

Export Control as Part of American Al Public

The ECA and the Geospatial AI Rule are the result of compet-
ing interests tugging at American Al public policy. On one side are
AT advocates in the tech industry that worry the ECA will impede
the exchange of research and commercial programs across borders,
which is beneficial to American developers.'” On the other side are
lawmakers and national security hawks that have been frustrated
by the “slow roll-out of rules toughing up export controls,” '* which
they believe frustrates the ECA’s purpose of keeping key technolo-
gies away from rival nations, like China."”

The Geospatial Al Rule is very narrow, targeting only specific
types of geospatial AI programs, which is a relief to many in the
Al industry. Geospatial Al software has a significant military
purpose, as it can identify “anomalies” in satellite imagery, which
might actually be troop or military equipment movement that
would otherwise be disguised from human analysts looking at the
same data. However, the expectation is that future bans will affect
more types of Al applications, which could be less popular with
Al industry leaders.'® This type of balancing act is reflected in the
memorandum released this year by the Office of Management and
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Budget, titled “Guidance for Regulation of Artificial Intelligence
Applications” (the “AI Memo”), which explicitly instructs federal
agencies to avoid regulatory and non-regulatory actions that “need-
lessly hamper Al innovation and growth,” but which also qualifies
that instruction by noting that agencies should do so only to the
extent national security (among other limited and defined consid-
erations) permits this."

As a vocal proponent of the American government aggres-
sively inserting values in to regulations governing Al, I support
the idea of Washington asserting that as a country we will review
AT with military applications before it is exported; that is a value
judgment that is appropriate for the federal government to make
and regulate. I wish elected leaders and other makers of public
policy would think more about the values AI developers should be
required to act on or implement in their products, like transpar-
ency, identification and elimination of bias, consideration of the
public good, etc. The emphasis in the Al Memo on innovation and
growth reminds me of The Lorax, with the Once-ler biggering and
biggering his thneed business without ever wondering why or for
what. Al innovation and growth ... but for what? Is it innovation
for innovation’s sake ... or is it growth to further values that we as
a country believe are important?

I am sure the Al industry is preparing for the BIS to add more
ATl applications to the EAR, likely ones that have a specific military
use. That is appropriate, and I hope that future rules exercise the
same restraint as the geospatial Al software rule. But I would also
like to see regulations addressing values in other AI contexts. Oth-
erwise, we are protecting innovation, but what’s all the innovation
for? Just as the Once-ler regrets chopping down the last truffula
tree to keep biggering, I would hate to see us chop down our core
values to keep innovating.

* John Frank Weaver, a member of McLane Middleton’s privacy and data
security practice group, is a member of the Board of Editors of The Journal
of Robotics, Artificial Intelligence & Law and writes its “Everything Is Not
Terminator” column. Mr. Weaver, who may be contacted at john.weaver@
mclane.com, has a diverse technology practice that focuses on information
security, data privacy, and emerging technologies, including artificial intel-
ligence, self-driving vehicles, and drones.
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