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Everything Is Not Terminator
Personal Information Is the 
Industrial Byproduct of the 
21st Century
John Frank Weaver*

Samuel Slater opened the first cotton mill in the United States 
in Pawtucket, Rhode Island, on December 20, 1790, essentially 
beginning the Industrial Revolution in America.1 In doing so, he 
inadvertently created one of the primary health hazards of modern 
America: hazardous waste that is the byproduct of manufacturing. 
That waste was never the primary concern of American industry. 
Mills in Pittsburgh created steel; mills in Lowell created cloth. 
They also created waste, but that was not the point, and for decades 
the general public in America largely associated factories with 
their intended production, not their unintended production. The 
problem, of course, was that the unintended production created 
unintended consequences, including health problems and dam-
aged ecosystems.

Personal information has become the industrial byproduct of 
the 21st century. Most of the general public does not think criti-
cally of the personal data generated when they use their phones, 
communicate via social media, or browse websites. The utility they 
obtain from their phones, social media platforms, and websites 
is the intended production; the data collected during that use is 
unintended. To the extent that American consumers consider the 
data they generate, they frequently think of it as a mostly harm-
less commodity to trade for the access they get to applications and 
services: Facebook, Google searches, web content, etc.

But as the Cambridge Analytica scandal demonstrated, the col-
lection and use of personal information generated as the byproduct 
of other uses is not harmless. And in the same way that members 
of the public came to realize the extent of the dangers posed by 
hazardous waste created as a byproduct of manufacturing,2 Ameri-
cans are slowly realizing that technology use byproducts—personal 
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data and information—can be dangerous, too, particularly when 
analyzed and manipulated by artificial intelligence (“AI”).

Hazardous Waste as a Byproduct of 
Manufacturing

There is ample evidence in the historic record of the hazard-
ous waste and toxic materials that were produced and discarded 
as part of making manufactured goods in 19th and early 20th cen-
tury America. I do not see the need to recreate that here, but one 
particularly colorful quote about the pollution of the Industrial 
Revolution is worth repeating: 

There were myriads of dirty things given it [a river] to 
wash, and whole wagonloads of poisons from dye houses and 
bleach yards thrown into it to carry away; steam boilers dis-
charge into it their seething contents, and drains and sewers 
their fetid impurities; till at length it rolls on—here between 
tall dingy walls, there under precipices of red sand-stone—
considerably less a river than a flood of liquid manure.3

It is not fair to say that the effects of toxic materials on the pub-
lic health, water quality, and surrounding properties was entirely 
unknown. As early as the mid-19th century, plaintiffs began bringing 
litigation against industrial defendants, arguing that the discharge 
from their factories polluted and damaged their properties,4 and 
numerous activists began publicly identifying the connection 
between industrial waste and public health crises.5 In 1878, Massa-
chusetts became the first state to attempt to govern stream pollution, 
when legislation gave the State Board of Health the power to control 
the river pollution caused by manufacturing wastes.6 

But it is also true that these conclusions were not as widely 
known or publicized as they would later become. Although most 
cities in the United States with a population over 30,000 had a board 
of health, a health commission, or a health officer, most were only 
concerned with human or livestock waste. The majority did not have 
specific regulations addressing the disposal of manufacturing waste.7 

Poor understanding of hazardous wastes’ harmful effects 
continued into much of the 20th century. Scholars who did not 
understand the topic as well as they thought they did contributed to 
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that, as did people associated with industry who wanted to ensure 
the companies producing the waste could continue doing so. A 
study from 1938 noted that, “Few [industrial] wastes . . . are pres-
ent in most streams in sufficient quantities to become poisonous.” 
Engineers argued that mine-acid drainage and steel mill pickling 
actually had a “germicidal effect” on sewage and therefore should 
not be excluded from streams.8 Professional and public responses 
to legitimate warnings about industrial waste in drinking water 
was limited.9 It was not until the passage of federal laws such as the 
Clean Water Act, the Clean Air Act, and the Solid Waste Disposal 
Act that there was a national strategy to regulate and remediate the 
billions of tons of industrial waste that American manufacturers 
create every year.10

The manufacturers who created industrial waste between the 
beginning of the Industrial Revolution and the advent of govern-
ment efforts to curtail the release of industrial byproducts had little 
financial incentive to disclose information about their byproducts. 
Until government regulation was introduced, manufacturers “emp-
tied their wastes into the nearest stream because that was the easiest 
and cheapest means of disposal. In doing so, they externalized part 
of the environmental costs of their production process.”11 Those 
costs included disease from contaminated air and water; destruc-
tion of food from unusable farmland and dead livestock and fish; 
and reduced quality of life in the form of dirty cities, clothes that 
were never clean from smokestack soot, and public waters that were 
unusable for recreation and navigation.

Personal Information as a Technology Use 
Byproduct

Personal information has become the industrial byproduct of 
the internet, mobile communications, and social media industries. 
Where manufacturers produce hazardous waste as an incidental 
part of creating manufactured goods, we, as consumers, are produc-
ing potentially dangerous personal information incidentally while 
we search the web, use apps on our phones, and post on Facebook 
and Twitter. 

And just as manufacturers had a financial incentive to conceal 
the dangerous effects of their hazardous waste, internet, mobile app, 
and social media companies have a financial incentive to conceal the 
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extent of the personal information they collect. In 2018, American 
companies were estimated to have spent over $19 billion acquiring 
and analyzing personal information.12 An individual’s Facebook 
profile has been valued at anywhere between $.20 and $100.13 Given 
that Facebook has approximately 190 million users in the United 
States and more than 2.2 billion users outside the United States, 
the total value of the personal information the company maintains 
is substantial.14 

Similar to the public’s awareness of industrial hazardous waste 
coming out of the Industrial Revolution, there is a poor appreciation 
of the dangers associated with personal information. “Many people 
who are not tech savvy will give up privacy for convenience and 
better services, not realizing the consequences as long as nothing 
happens to their personal accounts,” said Professor Ahmed Banafa, a 
cybersecurity expert at San José State University.15 That observation 
is supported by a Center for Data Innovation survey showing that 
58 percent of Americans are willing to trade their “most sensitive 
personal data” (i.e., biometric, medical, and/or location) data for 
convenience and services.16 “We are acutely aware of data breaches 
impacting our personal data,” said Tim Mackey, a cybersecurity 
expert with Synopsys, “but until and unless it becomes personal, 
the problem is largely an academic one which is safely ignored.”17

But just as the people living nearby or downstream from fac-
tories were unable to choose to avoid the waste generated by those 
factories even when they could observe the effects of the factories’ 
pollution on people, animals, water, and land, consumers today 
have little choice about sharing their personal information. As 
Marc Rotenberg, president of the Electronic Privacy Information 
Center, has pointed out, “the question [of whether consumers are 
at fault for giving away personal data] reflects a profound misun-
derstanding of the Internet economy. . . . Consumers do not have 
meaningful choices.”18 

Ryan Faber, co-founder of Bloom, a blockchain-based digital 
ID and credit scoring platform, has expressed a similar opinion: 
“For many, giving up your data is simply required to interact in 
the modern world. This is true at work and also to engage in basic 
services. Even worse, sometimes, their information is taken without 
their knowledge or consent. For example, in the case of the credit 
bureaus, nothing you can do will protect you from these businesses 
profiting off of the back of your daily habits. You can’t opt out.”19 
Industry studies back this up. Cybersecurity firm Ghostery found 
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that 79 percent of all websites worldwide track their users’ move-
ments online, even when the users are browsing elsewhere.20 An 
academic study revealed that over 70 percent of smartphone apps 
report personal data to third-party tracking companies.21

AI as the Reaction Between Hazardous Waste 
and Natural Resources

The release of hazardous waste in the 19th and 20th centuries 
was as damaging as it was because of how much was released and 
how it reacted with the environment and the people it encountered. 
Personal information is similar in that the existence of our informa-
tion is not necessarily a problem, but rather the problem is how AI 
can analyze and manipulate it. The Cambridge Analytica scandal 
revealed some of the more insidious ways AI can abuse our personal 
data—potentially brainwashing us or controlling human behav-
ior22—but just as it was decades before the general public learned 
many of the dangers of the toxic byproducts factories released, it 
might be decades before we discover many of the ways AI is using 
our personal information to manipulate us into behavior that is 
against our best interests.

Although there are frequently reports that members of Congress 
are working on federal personal information privacy legislation, 
both the realities of how AI can manipulate personal information 
and the history of regulating toxic industrial byproducts demon-
strate that more than one law is necessary. Not only will there need 
to be multiple privacy acts, but there will also need to be legisla-
tion to govern AI. Anything less will leave personal information 
as an unintended liability rather than a carefully governed and 
beneficial asset.

Notes

* John Frank Weaver, a member of McLane Middleton’s privacy and data 
security practice group, is a member of the Board of Editors of The Journal 
of Robotics, Artificial Intelligence & Law and writes its “Everything Is Not 
Terminator” column. Mr. Weaver, who may be contacted at john.weaver@
mclane.com, has a diverse technology practice that focuses on information 
security, data privacy, and emerging technologies, including artificial intel-
ligence, self-driving vehicles, and drones.
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